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2.1.1 St FHEFPEARARE

« 4t A (Adversarial Example) : 5% BN G a9 BIEAFE LR, A5 IE-
BB IR (4R EAYE W %)

o StHMEHF (Adversarial perturbation) : F54£1FF 445 A T A F ke K AT
A A b ) R

« &%k (White-box Attacks) : A& FHFR X B ARG T E SR 42, €,
FEARA GG S M. I T R VAR G AR

« E2 &3+ (Black-box Attacks) : & FHRIX BAFEAR G 4R 7] 42, RAX
AR TRAT A FRAGAEA S i o 2K ik AR 254, 1B A A A K 4

o ZEHEA (Victim Model) : M KEHHEA | vVGG., ResNet%

o EA M (Transferability) : 84923 Fukf ARPAE 3T T A T A s ¢ 6982 A 1L
I EGAE AN ATH IR A SK A Bk
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2.1 Reference

[1] Chakraborty A, Alam M, Dey V, et al. Adversarial attacks and defences: A survey.
[2] Akhtar N, Mian A. Threat of adversarial attacks on deep learning in computer vision: A survey
[3] Chakraborty A, Alam M, Dey V, et al. A survey on adversarial attacks and defences

[4] CV||XH i 4Tt 4EiR (adversarial attack) https://zhuanlan.zhihu.com/p/104532285
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2.2 RFHXFH

2.2.1 KX THEE

£ T4 Z 09 3F (Gradient-Based Attack) 72 €. %42 A 04 A 3 A 45 M) AT $2

T H AR K B AR F 694 B T e A R ST AR N .
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2.2.1 ATHENSEH
1. HRFEMHEHF 5% (Fast Gradient Sign Method, FGSM)

20145 ) Goodfellow et al. 32 5, £ K F094 3T AR 3T FH H ik —

CHRAR N & BAR F AL L A X SR MK ST AN a4 B 7 @t it — v %X,
F R E| Loy R T s KA I3 FoAE R AR M EAZ &R KL T 34k R
B EAARE Z A 89 1% £ -

r'=x+¢€-sgn(V,J (T, Yirue))

) , T +
* sign(VaJ(0,,y)) esign(VzJ(0,x.y))
“panda” “nematode” “gibbon™
57.7% confidence 8.2% confidence 99.3 % confidence

Hob, ekTARMLFEG KD, JIRTFRUBRME HEL, sgnA2 45 R, FGSM
EAHHE= . — PR RY, AL ARG, dFERGEF &,

10



2.2.1 ETHENE

2. B A#% K% (Basic Iterative Method, BIM)

FGSM R A Bl A6 B 34T T —F K, B BLBT = £ 5 ok R a) S Mk A R
AT AR AN, HEME RN U K, Kurakin etal. £ FGSM 49 2k
iz VPR T RHEAH KR, B, BIMEL#EARHI-FGSM (lterative-FGSM)

To— T

zy 1= clip,, {zy + - sgn (Vo J (2x, Yirwe)) )
clip, {z'}=min{255, z +¢, max{0, z —¢, z'}}

E X, BIM#EFGSM 89—k F K5 A 7T N T84T, FHHFRENK

—ﬂ;—F WA/ RAELRORFHTEEAN, BT % ‘Flikéﬁ VN S e o N
B RAFOTAAHR, AARR I KT aE9% = £ 4T 2E 20Ok

11



2.2.1 A T#Ea9E

3. AR JE DT Lk #F (lterative Least-Likely Class Method, ILLC)

LT R, HETREMRE. FEARCEZHAD I —X. 5§
SR G, BB ARSGE AR ADCH &S 5 XN IRAR SR K, EFA
FAE AT A 45 289k

| RBAR&E | Rk Aonsts, SR R, T — AR RO A

(B aikad | FRERAZAS, BRI RIS THR L

“—

To =1

Ty =clip, {zy —a-sgn(V,.J(zy, yi.))}

P yLLRAE R AR, 255 ILLC A= BIM 8 K A3 & T
AR K e R T R

12



2.2.1 A T#Ea9E

B M E T %% (Projected Gradient Descent, PGD)

BIM&g sl 2 T HE R AR AT L2 Kb F ey I K, At
1% ARG IR B AT B PR 69

Madry et al. P74#2 &1 69PGDH X il T AR S R EFRA R FHLH RTERH, #
TR T2 FEMAFELARRIERESALZ, FTARALEE S 9N
KE . FHPGDAIEA R KRN —I A&7k

o 2 — AW & IFTPGDKE 24, N BT ATA B —M & 7 %24

$;V+l — H ('T;V _I_ & - Sgn(v.nJ(m;V: ytmc)))

z+ S
— . . o
Hob 9L ok R KAk R KA i cirs S
ﬁ%ﬁhﬁﬁfﬁéww;mm ﬂ&&ﬁ@ﬁﬁ&\
\ \ &L \\: SR
RRILBH 09 L 57 FE RN e S

——— -

-~
T

BHWET TR N



2.2.2 X THALaysE

A F A #F (Optimization-Based Attack) § &2 ALE A %189 B
& GEF a3tk fe A AT JE % 48 K 69 B A7) IAF ALK E A 4R,

Untargeted
Flip to any
wrong label

Targeted
Flip to
target label

White-box Attack

Black-box Attack

v
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Model M

»
>

Optimization-based
Model M
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Training Data T or
Surrogate Model M

Score-based Decision-based

Detailed Model Prediction Y  Final Model Prediction Y, .,
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I-FGSM, PGD
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Z00

B Rt Fusts 7 kRl o
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2.2.2 TGy H

1. M EHAL (Limited Memory Broyden-Fletcher-Goldfarb-Shanno, L-BFGS)

L-BFGSK & & 4% 1% 7 3 FDNNAL A 69 3t s &K H 7%, @ Szegedy
etal. 2, LR FWE TR FH Tk, BFrTsE R4 A
VE# —/ AR AL, L-BFGSIA A iz AL P A T AR T A -

min | ||z —z|,

st.| f(z')=1v'

fx)=y
Yy Fy

z'€[0,1]"

xtf b A T M A0 35
ALy AR ) A A

STFAF AR F A s KR

> XTI E — AR FAEE
ZEAFLEN

L-BFGS& KK A & b K 09 i3 42 342 5 — A4 69 =) 22 & 4L 52




2.2.2 TGy H

1. kKA (Limited Memory Broyden-Fletcher-Goldfarb-Shanno, L-BFGS)
EREAR AR B T NP-hard B A2, BEASLTSEME, Ak, T A& fisE

BT EH, AR ARLTLY RSN, FizE Ak hassx (box-
constrained) 4L ]e] A

min ||z’ —z|,

'
xr

st. f(z')=1y' min ¢l 6l |+ (2, y')
flz)=y st. z'€[0,1]"
y' Fy ;
z' e[0,1]" Bl ARAR A 49 AL 5K A K o 2K

9 (Hdm 3 SO 3 K o 3X)

s =x"—x, SKRE#METFTFHEREMISRERLS, c£ENIL R L,
BEEME AT UIRME T BB FHIT, VAEMHAL T AL R 38 13 1% K69
KREATHA, FESAH BT & MEE R T XBHT KA B XS A a &I



2.2.2 X THALaysE

2. C&W3H & (Carlini & Wagner Attack)

L-BFGS&9 HIRME: A4E A X F a9 B ARz R 3 £ | & 2 %P A2 VAR AL
AT MRmEALeERL, Carlini etal. &£ TL-BFGS Y &t HuAf A 89 R 454840 B 4R,

FIHELT TR BARRJIREFFIE, ARELEEF T RAZE RIFGI

— A B ARl . A RET ARG ERALF B LT

fi —lossp(x') +1

N

(=)
fo(z') = (III;LE((F(I’){) — F(z"))*
. fa(z') = softplus(nnx(F( Ni) — F(z'):) — log(2)
Imin H6||p+c f(m—l_é) ____________ > fa(z") = (0.5 — F(z")y) "
, fs(a') = — log@F (@'}, — 2)
st. x+6€[0,1]" fola') = (max(2(a")) — Z(a"))*
f7(2") = softplus(ngx(Z(J')é) — Z(x")) — log(2)

FH B AR B A X B LB A L-BFGS &9 K RH X, £33 RE#HAL
By 21X, C&WR FI L X BRI AT A K

min H%(tanh(w)—l—l)—:n z—i—c-f(%(tanh(w)—l—l))

where f(z') =max(max{Z(z') ;i #t}—Z(z"),, -K)



2.2.2 TGy H

2. C&W s (Carlini & Wagner Attack)

min H%(tanh(w)Jrl)—m Z+c-f(%(tanh('w)+1))

where f(z') =max(max{Z(z') ;i #t}—Z(z'),, -K)

K7k FAZR%RE—EHE G softmax 15 . SREKARK, 4R
AN ER t W EBEZEAS, I, CRWH L4t Ztanh = A A,
B Ttanh B 2K a9 450, =T VAR 55 HOR AR50 A B &-F S 3k 69 AL
% (42 Adam) ZEFMHAL

Target Classification (L) Target Classification (Lg) Target Classification (L)

o 1 2 3 4 5 6 7 8§ 9 o 1 2 3 4 5 6 7 8 9 o 1 2 3 4 5 6 7 88 9
Sololololelolclclclo o lclelelclolololclommlolofojofojofofofolo)
-Aaddddddodn donnononon OGononoonnon
."AEAEAEEEERERERE - EEEEEEEEERE .-EEEEEEEEER
SRR ERERR " EEEEREEEER i EEREREREERER
7~ 112121 21 21 e e e
CoEHEEEEEEEEE OEEEEEEaEEE  -EEEEEEEEEE
%n..anmuamgyﬂl!ll!ﬂ!lléIIEBEEEEEE
- ARAARERERRER BEAEEEEREAE AARAAARREaR
-gEEEEEEEEE "HEEAEEEEEEHE "EBEOEEEEERA
- EREERR "RERNDNORDADN "RERDEQNOROAN

S0y 7 A4, LA TANF T LA L FERIDFE, CRWHHAEI G T HARRE

18



2.2.3 AT aE

A F it #0938+ (Transfer-based Attack) § & MR ¥ S A B A K o 2

M8, IR TFE. EARRERR ST X,
FREZEHEA LagEH, AEAKLFNILET,
F A B9 SRR %mmﬁﬁﬁﬁ$%m%ﬂﬁﬁﬁo

AR,

Untargeted
Flip to any
wrong label

Targeted
Flip to
target label

White-box Attack

RIFER TL?F% JeA:DPS e

W Efmid g

Black-box Attack

v

Gradient-based
Model M

Optimization-based
Model M

»
|

Transfer-based

Training Data T or
Surrogate Model M

Score-based

Decision-based

Detailed Model Prediction Y  Final Model Prediction Y, .,
(e.g. probabilities or logits)  (e.g. max class label)

v

FGSM, DeepFool,

I-FGSM, PGD

JSMA, ILLC,
I-FGSM, PGD,
Houdini

L-BFGS

Carlini & Wagner

MI-FGSM,
FGSM Transfer

Ensemble Transfer

Local Search

Z00

A -

Boundary Attack

K EF 3T E T ER H
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2.2.3 AT aE

1. EABEREMAKFEF (Ensemble-based Approaches)

B3f ZARARKE bk, WELL A TRESIACZERA T

Jo F — AN B KRR

AFTE B, LivetalRE T —AFH SRR L A AOHK. LA
T8 R AR FKAS & SR A agsoftmax i t F- 3K A8 95 mk ) 3E S AME R A 3 FUAE A
k
argmin_, — log ((Z a; Ji(x*)) - 1yx ) + Ad(x, 2¥)
i=1
J1,12,.. .Jkﬁ%’z 8 & A agsoftmaxtr y, X EZEF T C&RWR FHaGHAL 7 ik £ my

~ V4 /\ o
SRR, Z2dFR, SRAE AR RIFE T 2FRA
RMSD | ResNet-152 | ResNet-101 | ResNet-50 | VGG-16 | GoogLeNet
ResNet-152 | 22.83 0% 13% 18% 19% 11% _ .
ResNet-101 | 2381 19% 0% 21% 21% 12% }E—-‘ B AT 2 89 3 4
ResNet-50 | 22.86 3% 0% 0% 1% 18% HAETR R
VGG-16 2251 22% 17% 17% 0% 5% ATy accuracy
GoogLeNet | 22.58 39% 38% 34% 19% 0% k. %ﬁ;’f}t’pé &y 7
— — - - - - - . 7EN \
%, T Bk
RMSD | ResNet-152 | ResNet-101 | ResNet-30 | VGG-16 | GoogLeNet
ResNet-152 | 17.17 0% 0% 0% 0% 0%
ResNet-101 | 17.25 0% 1% 0% 0% 0%
_______ -ResNet-50 | 17.25 0% 0% 2% 0% 0%
-VGG-16 17.80 0% 0% 0% 6% 0%
-GoogLeNet | 17.41 0% 0% 0% 0% 5%
20



2.2.3 AT aE

2. hEERE/IERFHEEKE (MI-FGSM / Ensemble MI-FGSM)

A TFHEW T & (eFGSM/NI-FGSM) & 5 fa N B3 s R A Fe s A A “ 3T 4
A7, SFHT A A SEES AR A RN KIF, BPsZ TR M,
F IR AP 2 W 24P B iR D 09 055, MI-FGSMAEI-FGSM &9 A 7k _E 7]
ANT3hE (Momentum) 14 EJR REGHE 7w, AeiR T ask, JF BB T 4
ARG LA

Vad(a,y) BB AR L R
R [ L2V (I T JRAAE (9E),
| BRAT A A0 WA
I . AR R E A R AT A

RE A, KRG TAE A

51-FGSMAaLL, FIANF= 5, FTHAE
KOs BRI, LR e EH
& (& BlInc-v4. IncRes-v2.
Res-152) Bf% 7 & & 4271

Number of Iterations 21




2.2.3 AT EH

2. =R EERFHETERE (MI-FGSM / Ensemble MI-FGSM)

AT#H—FRATEAEM, Ensemble MI-FGSME m % AME A 69 5= 46 8 77

w), BIEAMEE T ) A RIT AR AT VAR L R 5% K6 B &k,

Ensemble MI-FGSM AT 1< B M 2 69 logité & 3817 8k &, JF 2 X F AR K KK
Wap) = Y5, wilk(w});

J(x,y) = —1, - log(softmax(l(x))),

HFEH1E AMI-FGSM&G#E it - RF ZHat i K, mARBRKRGETIESM
5% 0 XF AR A

22



2.2.4 KX ToHesEH

ETH
GRS
B,

Untargeted
Flip to any
wrong label

Targeted
Flip to
target label

> #8935 (Score-based Attack) J
, /& T xm;iﬂ_liﬁ/i‘éﬁ — X, R FFTAE
LA 09 B e AR A JF R

VAST K S B Fi A 4

White-box Attack

PURORR T AR AL & T 2

Black-box Attack

o (dm £ 7]

R

) o F ok

v

Gradient-based
Model M

Optimization-based
Model M

»
»

Transfer-based

Training Data T or
Surrogate Model M

Score-based

Detailed Model Prediction Y
(e.g. probabilities or logits)

Decision-based

Final Model Prediction Y, .
(e.g. max class label)

v

FGSM, DeepFool,

I-FGSM, PGD

JSMA, ILLC,
I-FGSM, PGD,
Houdini

L-BFGS

Carlini & Wagner

MI-FGSM,
FGSM Transfer

Ensemble Transfer

Local Search

Z00

Boundary Attack

B 53Rtk a4

1. EW-#AzFE (Zeroth Order Optimization, ZOO)
Hk, ZOOKRMTHRAKRWT

EEERET, BAHER&ERTRR,
X, A RER e H e (PR

$ Ee R B

23



2.2.4 KT H#8GE

1. EH-#id (Zeroth Order Optimization, ZOO)

ZOOx 2|C&RWH & (A THhIay7k, a&xF) B KR, EHTC&WH
A B AR, RE&Z, HRALAL P ZOOMN G B A 5L e #6 A5 B 3H4T Rom) 1% 4%,
A A Bl A 1 &9 — P de Z B A B35 T A

minimizey ||x — x(].||22 +c- f(x,t)

B MC&W X &6 B 4%

subject to x € [0, 1],

f(x,t) = max{maxlog| F(x)]; —log|F(x)]z, —x},

ZOOME B 7 #x £% (symmetric difference quotient ) 4%+ f(x) 89— M 4% & :

. . 0f(x) _ f(x+he;)— f(x—he;)
YToox; 2h ’

it —HHm—Rk g, TAHE =B A

- 0°f(x) _ f(x+he;) - 2f(x) + f(x — he;)
PToaxd h2 .

ii

ARIE X ) R AL AR, AL B R AR T ARAT A BT 3R AR AL ST SRR A



2.2.4 X TFHEFRe9H

F & % 09 (Decision-based Attack) RAR#MAZ A M a9 XL F (M

/D]'Jé’aﬁ ) , BB TEEEHETix

BAL, 3

5t %?ﬁ%ﬁ”ﬁ&majkéﬁ#nwnﬂi)V

White-box Attack

»
>

Untargeted
Flip to any
wrong label

Targeted
Flip to
target label

Gradient-based
Model M

Optimization-based
Model M

AL ERBAAE PO ES

Black-box Attack

v

Transfer-based

Training Data T or
Surrogate Model M

Score-based Decision-based

Detailed Model Prediction Y | Final Model Prediction Y,
(e.g. probabilities or logits) | (e.g. max class label)

FGSM, DeepFool,

I-FGSM, PGD

JSMA, ILLC,
I-FGSM, PGD,
Houdini

L-BFGS

Carlini & Wagner

MI-FGSM,
FGSM Transfer

Ensemble Transfer

Local Search

Boundary Attack

Z00

K #KF3 L FH T ER
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2.2.4 X TFHEFRa9H

1. AR %+ (Boundary Attack)

Boundary Attack A —/~ & & & 3 A A 09w 4smds i, AR A P IEE

S ok Fo dE 3T Bk KR ZE] 69 4 R PATRALGT A, B HTILS B A2 F] B AR R
09 3B & TE AR A AR T AF A o LR AR A B 5 R 69 48 RT3

Data: original image o, adversarial criterion ¢(.), decision of model d(.)
Result: adversarial example o0 such that the distance d(o0,0) = |0 — 6||§ is minimized
initialization: k = 0, 6° ~ U(0,1) s.t. 8° is adversarial;
while &£ < maximum number of steps do
draw random perturbation from proposal distribution 1, ~ P(6*~1);
if 65—! + my. is adversarial then
‘ set 6% = oF 1 + m;
else
‘ set 6F = 6" 1;
end
k=k+1

end

#4540 : Boundary attack &9 7.4k & A e R FF 45 69

« 3} FUntargeted =X, RFBR KIEHHARAE AN ES A% F 69 ER
o 3 FTargeted= &, AEAE R KL FH B AR BAL

26



2.2.4 X TFHEFRa9H

1. AR %+ (Boundary Attack)

KA ideawt A BRI AKKAE— NI, HAh TR

o HEAIZRA AR ZEMBBA 6 + 0k < [0,255]

o WA BFIEH KA K FR [In]ly = d(o,6")

c RFHEZRYNRHEAFRBRIEHELAGIES  do,641) —d(o,65 " +nf) = e-d(o,5%)

A8 A SR . Boundary Attack & 2 AL 6 i A2 3 & A B ik a9 AR A

71

3 BHRAHAERNE KA BRESHN Y Keo T BT,

BoundaryAttackmeT — A 1B I F) R, ,s<fufeﬁ*t7l<%#tfﬁf—7“, =
EAFHAT, HERESL

Basic Intuition Single step Hyperparameters
#1. random orthogonal step

Adjusting step-size of #1
starting image #2. step towards original image

L e

= J steps of the algorithm ~50% of orthogonal periurbations
= #1 should be within adversarial region
3 —
5
E #2 Adjusting step-size of #2
a justing step-size o
E
=%
=
= orlglnal image -«
classified correctly &
classified incorrectly
(adversarial) Success rate of total perturbation should
Input Dimension 2 be higher then threshold (e.g. 25%).

27



2.2 Reference
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2.3 MR &H

2.3.1 F4uAb T

sHAAb T (Adversarial Patch) £ — £ X 3] F 3t 30 69 st s 77 ik, @5 w8 F

F MR eyt FH. EXTRANT P,
A

ILLUSTRATIONS

BEARE—NHERBRALXGAT,

First GAN-based [54], physical patch [55], and to fool cameras [56], [57]

Data independent adversarial patch [60], and adaptive adversarial patch [61]

[37]

in 2017

First for classification tasks [37] and object detection [53]

First for attacking depth estimation [58] and image semantics [59]

DPatch [53],
and [55]

in 2018

HEHERER O TRFERARENE
IEAE A Ay b AR IR 09 R A AE 8 KA

SIGNIFICANT CONTRIBUTION IN CONTINUOUS YEARS

& L3t AT

Josie Bissett — Patricia Arquette

..

Harrison Ford —» Tom Daschle

A& IRARNT

30



2.3.1 XSHART X+

1. Adversarial Patch

Adversarial Patch 2 s F#& & F 5 u4h T T4 22 7 a9 TAE

TERETTHAE AT B4R R E TP FxTm4r T B 3K
BT 2|, FHERENEHESRE, ST AT T VGCGLI669 £ 4 R

Classmer Input Classifier Output
B .

place sticker on table

Classifier Output

99% QIJ _%_'T xi}\
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2.3.1 F4uAb T 3+

1. Adversarial Patch
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2.3.1 XSHART X+

1. Adversarial Patch

FEB| IR PG B A m NS, ki A URANT R BRIE L, TTH
#em xt FuAh T 892 %, Adversarial Patch &AL B 4E A 7 Expectation over
Transformation (EOT) 4L R kg% 40 T 69 K FH &4 M

~~

p = arg m}?XEmwx,th,le log Pr(y|A(p, z,1,t)]

T: —aT 5N GrEB/IRET#)
L: ZE T4 H A (Patchdgx B4z F )
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2.3.1 XSHART X+

2. Robust Physical Perturbations (PR2)

PR2iX T T —Ab 4t st dp 3 # X b 3B AT IR A 9 X AN T, FFAE S AR Iudp %
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2.3.1 XSHART X+

2. Robust Physical Perturbations (PR2)

PR249Pipeline4= T & AT 7~ :
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2.3.1 XSHART X+

3. M4k (Adversarial sticker)

Adversarial sticker & — X4 342 EARALG T AN T, CEBA B HAEAEPF L
NEEAE AN T &0 32, IR FEFENEZ H 9 AL, D EZ AL IS AR IR .. X
@R Al Bk & E S5 eyt

BB HAEEY, ARt sGBARE G AN 269 A7)
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2.3.1 XSHART X+

3. M4k (Adversarial sticker)
z — (14 Apz+rAcz
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2.3.1 XSHART X+

3. Adversarial sticker

Algorithm 1 Region based Heuristic Differential Evolution Algorithm
Olltpllt: 93 the ori iginal image 3D face model hi;pl nsforma ‘. \Lpl |m A

AV LRI, AxH T —AEA TR £5#AHEE (Region based
Heuristic Differential Evolution, RHDE) ﬁ:%iﬂm' AN R4 B . HARYE
% 2[ 69 3D IZ AL T N 2k 3 4T3D T - VAR AT R B AR 63T A A
Input: Network f(-), face image x and label £, the attack objective
function £(6), the number of parameters d, value range .
(6%, 6Y), population size P, maximum number of iterations T, @
hyperparameter [, 1, i, p, & o — - o
1: Initialize X (0) randomly in [Bf’ , BE’F] (1<i<d), S
J(0) = L(8), flag=0, stop=T,
2: fork=0to T—1do

3:  Sort X (k) in ascending order according to [7(#); Z

4:  if Xo(k) makes the attack successful then ___z=alx—c)+b

5: stop = k; break; | ’Z%_ o

6: endif Y -

7:  Generate candidate population C'(k) Y
if i € [1, uxP] C,(k) <+ according to Eq. (6) : X %
if i € [ux P+1, P| Ci(k)+according to Eq. (5) o ¢ c+Asw, ol

8 if (t1 (Cy-(k)) ==t and flag == 0) then bendi :

9: bound +—according to Eq. (7) o 1ng. rotatlon.

10: if bound < & then ansformation transformatio

11: flag=1, T =t2; Update [J(8) according to Eq. (8)

12: end if

13:  endif

14:  X;(k + 1) « the better one between X;(k) and Ci(k)

15: end for

16: Sort X (stop) in ascending order according to 7 (#);
17: return X (stop)
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2.3.2 AT aARTHIE

£ F AR T # (Natural Transformation) &93FFukE K 5 AN & & 4] 69 xH ks
XMT\F-] o CAAREMIEIRE P T A8 a9 Ar 4 (Out-of-Distribution, OOD)
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PG e &= : DS
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2.3.2 AT aART#HAE

1. ViewFool

ViewFooli%+t T —# & Sobk A s T SubE AL A B a9 2 & 7 &, € 2 TNeRF
TR AT = % 7, 18 L B & 3T 438 R A A4k A i 3T S A s 4 8 At
71, FF#diimageNet-VEEE, B TARCARE GG A &5 IT1E

Canoe: 41.01%
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£]&)e][®=|2]i]i=]l~)) [2][n][e]=][t][T][e][\][7][8]
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TaARTHE

1. ViewFool

AT BH BN : ViewFool ka9l A &5 A —H6EEE v=[0,0,7,A,, Ay,A |,
dﬂ:-/\z‘:‘gf)%fxﬁﬁ—%? KRB LR r-y-XEh BRI st B, Fe = ghw) 09 m 45 2 4R,
R RE % 38 3T By ANeRF 3£ 3R Z AL A S8 T 6978 |14
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Camera Camera Rendering
yy Camera - potation Translation

HA B A7 ALEHAA A S8k = F A p(V)~N(u,072)

max { B [L(/(R(V)), y)] + A+ H(p(v)) }

p(v)

HAL B ARG 5 — A S KK : BPRUEMAIE, XAA T RIEXT S A 57 69 SE
AL B ARG b Z R ER AR K . BRI, PRI AL E - R KNERE, X
AR THRIERAE] G948 R 2 —/ N KA Al A K3k, 1% KR T BA AW B AE 7
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2.3.2 AT HABEANKFE

1. 433D AREIR A 89 56 88 =2 &

IHRRAASFERE EABEIRFEHIDAKRIR R L&
o KM= BRRNERNZEB AR, BIRBICET AR ATEAR LF NLEH
e FIAIDAEMEARAMETIRT LH09 &M
o St AT E R Afe ik TR E B AL IR AR R IR b

Il

Projector 2 i " Projector 1

|

Normal Image Physical Attack Adversarial
David Athena Point Cloud

iy AER
Camera

Figure 1. An demonstration of our attacks. We project additional
noises on the fringe images to generate adversarial point clouds.
Our attacks do not need the adversarial points strictly adjacent to  Figure 4. The physical settings of the phase superposition attack.
the 3D surface and therefore need to modifier fewer points than  The adversary uses an additional projector to add noises to the
state-of-the-art physical 3D adversarial attacks. original fringe images for 3D reconstructions.
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2.3.2 A THRENSLE

1. 433D AREIR A 89 56 88 =2 &

Differential 3D
Face model iisaaEa Modulated — reconstruction
3D face fringe image SLCNN
Natural 3D render
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Distortion Prediction G
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’ 3D face recognition model Point cloud | ruth
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Y& #Z3DE = 5CTH & =11 ERMSEZ i Hi %k

M NIDAR IR AR A i+ H a4k % (CE)
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2.3.2 A THRENSLE

2. AdVRD: 43+ B8R A 69 SR K &

ﬂlﬁim@WﬁMﬂﬁ&%m% ﬁﬁ&%%&
A3t A E G T AR IR A T, R TR AE D s FHE5
A, VARSI /A A 6 & bk

o W —M AR FKBIIERALDG T E, FRKIADNN A
WA TR &%

o #RHEAIVRD: K JAGANE A K& B, KF T3 RIEERAELGTH
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2.3.2 A THRENSLE

2. AdVRD: 4t B4%1% %) 69 @ EAE PR

Conv+Relu

Target Images
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